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1	Decision/action requested
It is proposed to approve the conclusion to key issue 1,2,4,6 in TR 33.839
2	References
[1]  		3GPP TS 33.501: "Security architecture and procedures for 5G System." 
3	Rationale
This pCR proposes the conclusion of KI #1,2,4,6
The above solution proposes reusing the authentication and authorization between UE and Edge Data network using existing secondary authentication mechanisms as defined in TS 33.501[1]. There is no impact on network entities and existing procedures. 
After establishing the secure interface using secondary authentication with Edge AAA server, EDGE-1, Edge-4 interface is further protected using TLS. TLS provides integrity protection, replay protection, and confidentiality protection over the EDGE-1 and Edge 4 interface.
An access token mechanism provides authorization for Edge-1. The solution can be amended by an authorization service by the ECS instead of an access token mechanism. 
Solutions comply with all app-based platforms and the majority of deployed application solutions on the Internet today, which rely on the basic principle where a network server (in the role of Authenticator) authenticates the device (in the role of Supplicant) by communicating with a backend Authentication Server. The key benefit of this Solution with AKMA based solutions proposed in this TR that the additional system impact on enabling AKMA on the ECSP network is avoided. Also, it avoids putting a burden on the ECSP to support AKMA
As per Key issue 4 requirements, “UEs and Edge Data Network shall be mutually authenticated. When the Edge Data Network is outside of the 3GPP domain, non-3GPP credentials may be used. UE’s access to Edge Data Network shall be authorized. Existing security mechanisms shall be re-used as much as possible (e.g. secondary authentication or slice-specific authentication).”. Step 2a, 2b provides such authentication and authorization for UE and Edge Data network. 
With the above analysis, the solution meets the security requirements for Key issue 1, Key issue 2, Key issue 4, Key issue 6

4	Proposal
Based on the previous analysis, we propose the following:
-	Based on the deployment scenarios solution proposed in #4 shall be used as one of the options on supporting the Key issue 1, 2, 4 6. 

5	Detailed proposal
* * * * Start of Changes * * *

[bookmark: _Toc39138089][bookmark: _Toc62543962]7	Conclusions
Editor’s Note: This clause will contain the conclusion of the TR
[bookmark: _Toc62543963]7.1	Conclusions for Key Issue #1
Based on the deployment scenarios solution proposed in #4 shall be endorsed as one of the candidate solutions for normative work.TBD.
[bookmark: _Toc62543964]7.2	Conclusions for Key Issue #2
Based on the deployment scenarios solution proposed in #4 shall be endorsed as one of the candidate solutions for normative work.TBD.

[bookmark: _Toc62543965]7.3	Conclusions for Key Issue #3
TBD.
[bookmark: _Toc62543966]7.4	Conclusions for Key Issue #4
Based on the deployment scenarios solution proposed in #4 shall be endorsed as one of the candidate solutions for normative work.TBD. 
[bookmark: _Toc62543967]7.5	Conclusions for Key Issue #5
TBD.
[bookmark: _Toc62543968]7.6	Conclusions for Key Issue #6
Based on the deployment scenarios solution proposed in #4 shall be endorsed as one of the candidate solutions for normative work.
.TBD.
[bookmark: _Toc62543969]7.7	Conclusions for Key Issue #7
TBD.
[bookmark: _Toc62543970]7.8	Conclusions for Key Issue #8
Solution #20 that was proposed to reuse the CAPIF functional security model for authentication and authorization in EES capability exposure, is endorsed for normative phase. 
Editor’s Note: conclusion on the case where CAPIF is not used is FFS
[bookmark: _Toc62543971]7.9	Conclusions for Key Issue #9
TBD.
[bookmark: _Toc62543972]7.10	Conclusions for Key Issue #10
TBD.

